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The concepts and laws applicable to hybrid threats,
with a special focus on Europe
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In this paper, the consequences of the lack of definition of so-called hybrid threats is
explored. Special attention was paid to the importance of the work already completed by the
North Atlantic Treaty Organisation (NATO) and the European Union (EU) regarding the ever
evolving types of actions associated with hybrid threats in the so called grey zone. The latter
can be thought of as activities undertaken by one state that are harmful to another, albeit not
legal acts of war, sometimes referred to as a malevolent manifestation of the concept of
peace. The vastly different experiences of democratic and authoritarian states acting in the
grey zone was also examined. In addition, the law applicable to hybrid threats was studied to
determine if the legal framework is sufficiently adapted to repel state-sponsored and non-
state-sponsored hybrid threats. In addition, the use of the European Convention on Human
Rights in the struggle against hybrid threats in Europe and the limits to how state parties can
react to hybrid threats established by this treaty was analysed. Lastly, the international rules
of attribution of responsibility and difficulties associated with their application with respect to
hybrid threats was considered. This article is structured in two parts. The first part explores
the difficulty of defining hybrid threats, while the second presents the legal framework used
to counter such threats, both at the international and European levels.
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Introduction

he question of how to fight hybrid threats with the tools of

the law is fundamental, but by no means straightforward.

The adjectives used in this context, such as hybrid, grey,
asymmetric, unbalanced, and unconventional, are not always
interchangeable and are indicative of the lack of stability in this
field. Indeed, when we try to apply the law to such threats, we
often find that the sands shift beneath out feet. Moreover, the
international environment is becoming increasingly hybrid in
nature. International law is meant to promote security, justice, co-
operation, predictability, and common values, but hybrid activ-
ities play the opposite role. In this sense, Aurel Sari mentions “the
tragedy of international law” in his work (Sari, 2019, p. 4).

The legal tools, procedures, and institutions that exist today
were created primarily to prevent and mitigate Cold War con-
troversies and so there is a school of thought that they may no
longer be completely suited to preventing the highly disconcert-
ing and complex covert operations of the so called grey zone. The
latter may consist of activities undertaken by one state that are
harmful to another, although not legal acts of war, which can be
thought of as a malevolent manifestation of the concept of peace.
Of note, the order of the international environment has shifted
from being fairly stable, with all the players understanding where
their enemies lay, to a much more volatile post-Cold War era,
defined neither by open conflict nor by enduring peace. In this
sense, hybrid threats exist, by their very nature, in the realm of
legal uncertainty. They remain below the threshold of warfare
because of their low intensity.

Education, prevention, monitoring, and raising social aware-
ness are powerful tools to combat hybrid threats, although even
military means may be necessary. Hence, it can also be argued
that international law, or even any law, may not be needed to
counter such threats. However, hybrid threats usually navigate
between the troubled waters of what is legal, illegal, and alegal.
Therefore, the law applicable to the grey zone is needed to
identify whether specific activities fall within the limits of legal
order, and if not, further legislation will again be required to
counter that action or behaviour.

The law helps to determine any possible illegal conduct and
identify the guilty actors behind it. In other words, in modern
societies, there is no other way to mitigate or neutralise possible
unlawful behaviours and actions, except through application of
the law. Thus, the question then becomes whether new legal
mandates or structures are needed to combat these hybrid tactics
or whether those already in place are sufficient to respond to
hybrid threats and/or low-intensity conflicts. Conversely, should
international law and in particular, humanitarian law, be changed
to adapt to unarmed hybrid campaigns? However, before
responding to these questions, the concept of hybrid threat itself
should first be explored in detail.

Hybrid threats are poorly defined

Hybrid threats pose a real risk to states because their objective is
to destabilise the adversary through ever-increasing means and
tactics, which are not easy to detect, let alone attribute to a per-
petrator, whether it be a state or not (Lonardo, 2021, p. 1075).
This is why some authors argue that rather than seeking a con-
sensus in defining hybrid threats, it might be better to analyse
when state vulnerabilities tend to appear and determine how to
combat them (Hickman et al, 2018, p. 6; Papadimos and
Stawicki, 2021). Nevertheless, it is difficult to confront threats if
we do not know what these phenomenon are or anything about
their configurations. Even so, malign asymmetric threats are on
the rise and so states and international organisations are being
forced to start considering what actions they might use to counter
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them. It is therefore important to agree upon a definition of
hybrid threats that is broad enough to include as wide a range of
means of state destabilisation as possible.

The North Atlantic Treaty Organisation (NATO) and Eur-
opean Union (EU) have provided their own tentative definitions
of hybrid threats, while the United Nations (UN) is moving more
slowly in this regard' (Broeders et al., 2002, pp. 98). According to
the 2010 NATO Strategic Concept, hybrid threats are “those
posed by adversaries, with the ability to simultaneously employ
conventional and non-conventional means adaptively in pursuit
of their objectives””. As for the EU, the European External Action
Service states that “hybrid campaigns are multidimensional,
combining coercive and subversive measures, using both con-
ventional and unconventional tools and tactics. They are designed
to be difficult to detect or attribute. These threats target critical
vulnerabilities and seek to create confusion and hinder swift and
effective decision-making™ (Galinek et al., 2019; Bazarkina,
2022). Nonetheless, rather than issuing a perfect definition of
hybrid threats, which in fact does not exist because they vary in
each case, both NATO and the EU advocate for the character-
isation of such threats and provision of a list of their more general
characteristics. Thus, their definition remains open to
interpretation.

Characterising hybrid threats. Without a doubt, reaching a
consensus on a definition of hybrid threats that is acceptable for
every stakeholder is exceedingly difficult (Winja, 2021). Never-
theless, it is particularly important to at least understand some of
their characteristics. Hybrid threats revolve around the ideas of
asymmetry, polymorphism, inequality, unaccountability, escala-
tion, adaptability, multidimensionality, insidiousness, undetect-
ability, gradualism, offensiveness, concealment, secrecy,
ambiguity, opportunism, indeterminacy, disruption, manipula-
tion, distortion, denial, ungovernability, misinformation, unlaw-
fulness, usurpation, and amorality, among others*. On the one
hand, this list of characteristics demonstrates that hybrid threats
encompass a mixture of some truly unlawful acts but also some
other simple, unethical behaviours and activities. On the other,
the previously mentioned open-ended list implies that hybrid
threats include any action, whether it be state-led or non-state led,
designed to destabilise a given society.

Thus, hybrid threats consist of political activities, (dis)
informational campaigns, and cyber, military, economic, and
societal interventions. Moreover, although cyber-based threats are
polemic, they represent only one of the domains in which hybrid
threats may occur. Indeed, the ‘weapons’ used in the grey zone
could include computers, border gates, fake news, drones, cyber-
troll farms, radio stations, hijacked aircraft or ships, and spy
balloons crossing into airspace not belonging to its jurisdiction of
origin. A non-exhaustive list of hybrid threats would also include
cyberattacks, terrorism, organised crime, drug trafficking, migra-
tion flows, economic or financial wars, media exploitation, and
the application of covert psychological operations. The most
updated catalogues of hybrid threats intertwine multiple political,
economic, technical, social, informational, legal, diplomatic,
scientific, and military risks (Galdn, 2018, p. 3). In fact, nowadays
any threat has a potential to become a hybrid threat because the
nature of these hazards is that they are always evolving. The only
exception to this is probably the case of a threat that is part of a
declared war, whereby the strategy or action cannot then be
considered hybrid.

The Centre of Excellence for Countering Hybrid Threats and
the European Commission has identified different areas of
vulnerability, including infrastructures, cyber spaces, the
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economy, defence, intelligence, legal, political, and societal areas,
space, distributed (dis)information, and public administrations
(Com and Hybrid, CoE, 2021, pp. 26-36). Of note, some of the
aforementioned activities, such as the sonic attacks upon
American diplomatic agents in Cuba (ABC, 2021), could be seen
as simple ‘incidents’. In the same vein, the state-sponsored mass
movement of irregular migrants is a clear weaponisation of
migrants. Examples of the latter are the events of May 2021 at the
Moroccan-Spanish border or at the Belarusian-Lithuanian
border in June 2021. Rather cynically, these migrants have been
called ‘human bullets’ or their activity referred to as ‘migrant
diplomacy’ (Mestre, 2021). Nonetheless, this strategy can also be
labelled as a massive violation of national borders (Kotoulas and
Pusztai, 2020, p. 4; Ploumis, 2021, p. 344).

Furthermore, some lawful activities such as supporting the self-
determination of a territory, protecting nationals abroad,
investing heavily in a particular foreign country, claiming
sovereignty over a man-made island, or granting nationality to
certain individuals are not unlawful per se, although some of their
consequences could be unlawful (Hickman et al., 2018, p. 37).
These consequences can include the recognition of a new state in
a territory that is already part of an existing state or the
annexation of a territory. Another highly effective hybrid tactic is
seizing full control of a foreign state’s finances. Violation of the
1982 UN Convention on the Law of the Sea by unilaterally
extending maritime boundaries in contravention of the intang-
ibility of borders should also be mentioned. This is a way of
reinterpreting history to create a new narrative, which is being
leveraged to rewrite international rules that were carefully drafted
after the Second World War.

The latter is known as the instrumental use of law: its
misrepresentation by deliberately changing legal paradigms.
Another manipulation often used by radicals to abolish public
discourse critical to these groups is the abuse of legal procedures
as a weapon of mass disinformation, as has been observed, for
example, in the case of certain extremist Islamic factions. This can
cause a powerful and damaging cooling effect on public dialogue
in democratic societies (Lahmann, 2022, vol. 33, p. 411). Some of
the latest hybrid threat activities observed are likely to have taken
place in Ukraine in the aftermath of the Russian invasion and
even before that, during the annexation of Crimea in 2014.
Indeed, this conflict involves the contemporary tactics of the
spread of propaganda, kinetic attacks, and espionage (Kong and
Marler, 2022).

Democratic versus authoritarian regimes. Experience has shown
that unscrupulous actors who confront law-abiding states are
always one step ahead and can take advantage of the situation,
manipulating it into unimaginable scenarios. Hybrid threats are
often used by weaker actors against more powerful ones while
using calculated ambiguity because the rules of the attribution of
responsibility are not clearly applied in the grey zone. Indeed,
hybrid threats are mainly used by those who cannot meet the
military capabilities of their adversaries, applying a logic that
includes the use of asymmetric means and procedures. This kind
of strategy is used by an overlapping group of states, but also by
parastatal actors, autonomous groups, proxies, authorised private
military entities, paramilitaries, irregular actors, subversive ele-
ments, mercenaries, contractors, criminals, partisans, terrorist
groups, drug traffickers, state and non-state-affiliated hackers,
activists, and protesters, among others.

Many of these entities act under foreign influence, foreign
orders, or are sponsored by a state, although this may not always
be the case and sometimes, they act alone. Actors using hybrid
threats often launch sophisticated (dis)information campaigns to

discredit law-abiding regimes, undermining their credibility by
manipulating public opinion in open societies in which the flow
of information is free. Autocracies tend to be more willing to use
hybrid threats and proxies because they are less constrained by
people’s reactions to their actions and they have more centralised
decision-making processes compared to their democratic coun-
terparts. Therefore, autocracies better serve the purposes of non-
compliant actors and authoritarian regimes (Carment and Belo,
2020, p. 21).

In contrast, democracies are scrutinised by their own media,
public opinion, and the electorate. Thus, hybrid threats under-
mine democratic societies by provoking citizen distrust in state
institutions, eroding trust in democracy itself and in specific
democratic regimes, especially because they also jeopardise social
cohesion. Of note, the real target of hybrid threats is the
population of a given state, which is much more vulnerable in
open and law-abiding societies. In fact, it has been argued that
hybrid threats are “becoming the standard for disrupting a
society’s ability to function” (Gaiser, 2019, p. 20). Indeed, the
ambiguity inherent in hybrid threats challenges individuals who
respect human rights and abide by international law in good faith.
Law-abiding actors are more constrained than non-compliant
actors because when the former act, they must respect the rule of
law and ethics, whereas non-compliant actors interpret these
lawful reactions as a weakness. Hence, law-abiding states are at a
disadvantage because they are bound by international law when
responding to hybrid threats, especially by the International Law
of Human Rights. As a result, they never fight adversaries on the
same terms as non-compliant states or actors (European Center
of Excellence for Countering Hybrid Threats, 2021, p. 14).

Especially in Europe, any reaction to a hybrid threat from an
EU member state must respect the European values recognised in
Article 2 of the EU Treaty, including the rule of law, pluralism,
equality, and human rights. Conversely, those planning a hybrid
threat base their strategy on the idea that the victim state will
adhere to legal and ethical standards. This is because if the latter
does not respect the established order, citizen support for public
institutions will fall, eroding the democratic system itself. From
this perspective, adherence to democratic values is perceived as
vulnerability (Lonardo, 2021, p. 1,080). In short, democratic states
are more vulnerable to delegitimisation, discrediting by citizens,
and negative international reactions. On the contrary, author-
itarian states often have nothing to lose or fear in this sense
because they are not accountable to their own population
(Carment and Belo, 2018, p. 11). That said, there are other
theories that autocrats sometimes enjoy broad support. As
Przeworski argues, “when people cannot object, the absence of
protests is uninformative: we cannot tell whether they do not
protest because they believe that the government is acting in their
best interest or because they fear repression” (Przeworski, 2022,

pp. 15).

The law applicable to hybrid threats and the risks of
‘Lawfare’

Given the presence of hybrid threats, traditional rules-based order
may be insufficient. This is because the application of interna-
tional law is clearly contested by both non-state and state actors
using hybrid threats to pursue their objectives, with one of the
most recent examples of this being the actions of Russia in
Ukraine. By annexing Crimea in 2014 and Donetsk, Kharkiv,
Kherson, Luhansk, Mykolaiv, and Zaporizhzhia in 2022 and 2023,
Russia violated the sacred principles of international law. By
subsequently artificially issuing Russian passports to residents in
the annexed Ukrainian territories, on a massive scale, Russia
created a basis upon which to claim its right to protect its
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nationals living abroad and to support these regions in declaring
independence from Ukraine. Indeed, Russia is a leader in the use
of legal arguments to support hybrid tactics (Chivvis, 2017, p. 3;
Jani¢atova and Mlejnkova, 2021, p. 313). One of its favourite
hybrid tactics is to raise doubts about whether a given act is
legitimate under international law. The confusion of imple-
menting a new and controversial practice helps change the status
quo and established norms, establishing an argument for opinio
juris—the belief that an action was carried out as a legal obliga-
tion (Schmitt, 2017, p. 20). In fact, one of the goals of this strategy
is to create a new norm of lex ferenda (‘with a view to a future
law’).

It might be useful to give a few examples of this practice here.
Firstly, it can be said that when China refused to enforce a Per-
manent Court of Arbitration ruling against its interests, it chal-
lenged the authority of the international courts (Sari, 2020, p. 8).
Second, by using mercenaries in Syria and Libya, Turkey
advanced without needing to send its troops abroad. Third, by
attacking basic infrastructures such as electricity supplies to
hospitals or the social security system, hackers caused panic and
tried to discredit Spain’s state services. Fourth, when Boko Haram
abducted 200 Nigerian schoolchildren, they used the media as a
loudspeaker for its terrorist agenda (Bachmann, 2015, p. 90).
Finally, by placing human shields near military objectives, Hamas
prevented Israel from protecting itself from terrorism and
undermined governmental support (Sari, 2020, p. 11). So, the
question remains, is existing international law sufficient to cover
current hybrid operations or should new norms be negotiated
within the international community?

After the Second World War, the UN abolished the use of
force, as set out in Article 2.4 of the Charter. The only exceptions
to this prohibition are self-defence and the use of force when
requested or authorised by the Security Council (Chapter VII of
the Charter). In parallel, Article 2.7 of the Charter clarifies that
nothing authorises the UN to interfere “in matters which are
essentially within the domestic jurisdiction of any state.” The UN
General Assembly Resolution 2625 (XXV)?, part of whose con-
tent is customary law, adds that:

(...) States have the duty to refrain from propaganda for
wars of aggression (...), States have a duty to refrain from
acts of reprisal involving the use of force (...), Every State
has the duty to refrain from organising or encouraging the
organisation of irregular forces or armed bands, including
mercenaries, for incursion into the territory of another State
(...), Every State has the duty to refrain from organising,
instigating, assisting or participating in acts of civil strife or
terrorist acts in another State or acquiescing in organised
activities within its territory directed towards the commis-
sion of such acts, when the acts referred to in the present
paragraph involve a threat or use of force.

Likewise, for decades, the four Geneva Conventions of 1949,
and their two additional protocols of 1977, have provided suffi-
cient guidelines for managing conventional wars through the jus
in bello (international law regulating behaviour in war). However,
in the present context of hybrid operations, the laws of war are
vague, and their application is insufficiently clear. Thus, the UN
and the Geneva Conventions are inadequate instruments for the
purpose of de-escalating grey-zone conflicts. One of the main
reasons for this is the opacity of activities taking place in the grey
zone, as well as the regular involvement of non-state actors. In
addition, state sovereignty is being challenged under international
human rights law. As Rousseau stated, “The shift in emphasis in
international law from sovereignty to humanitarian principles has
created a gap between peace and war that State and non-State
actors exploit through measures short of war” (Rousseau, 2017, p.
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2). Furthermore, respect for the law, including the International
Law of Human Rights, has come under constant scrutiny since
the Second World War. While this increased legalism is
undoubtedly a strength for democratic societies, in the age of
social media, it is also challenging. Multiple misinterpretations of
the law are fabricated and it is also invoked as a means to chal-
lenge the actions of our opponents (Sari, 2020, p. 11) or, con-
versely, it is used to justify our own actions.

‘Lawfare’ is the use of the law to deliberately twist and bend
legal paradigms and is therefore, a key component of hybrid
warfare (Bachmann and Mufioz Mosquera, 2015, p. 26.). The use
of democratic norms and standards against democracy itself is a
weaponisation of the law. It is also a strategy increasingly used as
a hybrid tactic in the grey zone. Lawfare presupposes the abuse of
legal procedures as a weapon of mass disinformation. This
manipulation of norms has a crippling, nefarious effect on
democratic societies. In fact, deliberate misinterpretations of the
law are often meant to bring about changes in customary law
through state practice. An example of this is China’s rights of
transit passage through a strait in the South China Sea, which is
in clear contradiction with the UN Convention on the Law of the
Sea. This could expand the area China controls in this area
without the need for force. Generally speaking, politically moti-
vated use of the law is standard. What makes it a hybrid threat is
any malicious intent to weaken states, subvert democratic gov-
ernments, annex territories, breach previous international agree-
ments, or maliciously access other markets, etc.

Thus, hybrid threats have generated a serious legality problem
with regard to the laws of war, right to self-defence, legitimacy of
pre-emptive measures, and use of countermeasures in response to
these opaque offensive tactics. As already mentioned, an addi-
tional risk of hybrid threats is that they might change existing
customary international law in these fields by reinterpreting legal
norms in a misleading manner (Moeckli et al., 2022; Cardona,
Sanz-Caballero, and Arrufat, 2022). The North Atlantic Treaty
itself is insufficiently clear as to the threshold intensity an attack
must reach to permit the use of the collective security mechanism
established in its Article 5. By definition, hybrid adversaries avoid
any overt use of force. Hence, if a hybrid operation does not reach
the required intensity level, the use of force in self-defence will be
out of the question and jus ad bellum (international law reg-
ulating the resort to force) and jus in bello will not apply.
Therefore, without firing a shot, hybrid adversaries can achieve
their objectives and evade retaliation. Moreover, the question of
attribution and thus, accountability, may also raise difficulties
because hybrid adversaries will always deny involvement in such
activities.

Nonetheless, although hybrid adversaries may operate in a grey
zone, they do not operate in a legal vacuum. International law in
general, and international human rights law in particular, still
apply. It is also important to note that countering hybrid threats
is a state competence and state responsibility®. While countering
hybrid threats requires close collaboration between NATO and
the EU (Argumosa Pila, 2019, p. 10; Bajariinas, 2020), the pri-
mary responsibility for responding to them lies with the target
state (Gaiser, 2019, p. 19). Therefore, the actions and offences of
hybrid adversaries must be examined through the lens of national
law, especially national criminal law, including anti-terrorism
legislation, domestic telecommunications law, counter-espionage
rules, property rights, and all legislation against hate speech,
cybercrime, and money laundering. As already stated, hybrid
threats do not qualify as military actions and so they do not fall
within the scope of international humanitarian law. Therefore,
states are bound to deal with hybrid attacks by means of their
own national legislation, usually by applying their national
criminal code, although civil legislation is sometimes also
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employed. Indeed, this is the case in illegal cyberspace operations
that amount to espionage, theft, and property damage, or in
hybrid actions involving human trafficking.

While the right to respond to hybrid attacks rests with the
victim state, the role of NATO should not be ignored when one of
its member states is the victim of such tactics. However, to trigger
application of Article 5 of the North Atlantic Treaty, NATO must
be completely certain about the origin and severity of the attack
suffered by its member. Yet certainty is precisely what is lacking
in any hybrid attack: by their nature, hybrid threats are unclear,
opaque, and uncertain. When Article 5 is not applicable, which is
usually the case, Article 4 of the Treaty then comes into play
(Lanz Raggio, 2019, p. 36). Hence, hybrid threats can be
addressed through this other provision, which stipulates that
NATO members may “consult together whenever (...) the terri-
torial integrity, political independence or security of any of the
Parties is threatened” Notwithstanding, as it stands today, the
structure of NATO and its raison d’étre is basically geared
towards ensuring collective defence in inter-state conflicts, not
countering hybrid threats through Article 4.

Regarding the EU, Article 42.7 of the EU treaty contains a
clause on mutual assistance in the event of armed aggression,
although, to date, this article has never been activated. However,
the threshold for providing assistance is an armed aggression,
meaning that hybrid threats are easily immune to this clause.
Nonetheless, from among the tools the EU has at its disposal in
the case of a threat, special attention should be paid to the soli-
darity clause in Article 222 of the Treaty on the Functioning of
the EU in the case of natural or man-made disasters or terrorist
attacks. Thus, in terms of the tools available to counter ongoing
hybrid threats, it must be recognised that the EU is better
equipped than other areas of the world to fight some specific
types of attack. First, the EU has regulatory tools against disin-
formation; second, it has common trade policy regulation to
tackle trade defence; third, the EU has instruments to deal with
hostile foreign investment; fourth, it also has instruments to fight
cyberspace crime; and lastly, the EU has Frontex, an agency
whose responsibilities include countering border pressure
(Lonardo, 2021).

In grey zone conflicts, both state and non-state actors often
challenge legal and informational boundaries. Indeed, hybrid
threats undermine the principle of good faith enshrined in Article
2.2 of the UN Charter (De Espona, 2019, p. 68). They maliciously
produce legal ambiguity and blur the lines between what is
‘normal’ or not in international relations. They circumvent legal
boundaries and, in so doing, prevent or at least hinder the
application of any mutual assistance clauses such as those
established for the EU, NATO, and UN in articles such as Article
222 of the Treaty on the Functioning of the EU, Article 42 of the
EU Treaty, Article 5 of the NATO Treaty, and Article 51 of the
UN Charter. Notwithstanding, hybrid threats are becoming
increasingly sophisticated. While theoretically encompassing both
violent and non-violent behaviour, it is rare for hybrid threats to
reach a level of seriousness that can be considered the use of
force, which therefore precludes the application of the principle of
self-defence. Indeed, hybrid strategies do not usually reach a level
of intensity that allows the victim state to first detect it and then
intervene. Rather, they create a grey zone that is neither war nor
peace (Army Air Force Center for Low Intensity Conflict, Langley
Air Force Base, Virginia: 1987, p. 3; The Hague Centre For
Strategic Studies, 2020; Kittichaisaree, 2017).

In the EU, NATO, and worldwide, states should be able to
react and counter hybrid threats through proportionate coun-
termeasures (both retaliatory and reprisal measures). However,
the victim state’s response to hybrid threats will be limited by
international law, especially by international human rights law.

Depending on the type of threat, other international legal norms
such as sea, air, border, or refugee law or counterterrorism
treaties, among others, might also apply. Unfortunately, there are
serious difficulties in harmonising human rights law with the
measures that victim states take when reacting to hybrid threats.
These measures may, in turn, violate human rights, for example,
when implementing anti-terrorist legislation, legislation to limit
the internet, regulate the media, or change migration law.

Hybrid threats and the European Convention on Human
Rights. By analogy, in accordance with paragraph 2 of Articles 8
to 11 of the European Convention on Human Rights (ECHR),
responses to hybrid threats should be established by law, pursue a
legitimate aim, and be necessary for a democratic society. Of note,
in the case of a large-scale hybrid or non-military action, Eur-
opean states can always invoke Article 17 of the ECHR in their
favour. This article prohibits the abuse of rights and is closely
related to the principle of good faith in international relations.
Similarly, in the event of a national public emergency, Article 15
of the same convention allows state parties to suspend their
obligations under the ECHR, except for the application of the
right to life, prohibition of torture, slavery, the death penalty, and
double jeopardy, as well as the principle of nulla poena sine lege
(‘no punishment without law’)’. For example, during the
COVID-19 pandemic, Serbia, Romania, North Macedonia,
Albania, Georgia, Estonia, Moldova, Armenia, and Latvia notified
the Secretary General of the Council of Europe that they would
withdraw from their treaty obligations, providing their reasons
for this decision.

In the legal case, Big Brother Watch and others vs. United
Kingdom (request no. 58170/13, Judgement of 25 May 2021), the
ECHR stated that the law restricting rights on national security
grounds must be accessible, predictable, and detailed. They added
that “before the intelligence services used selectors or search
terms known to be connected to a journalist (...) the selectors or
search terms had to be authorised by a judge or other
independent and impartial decision-making body vested with
the power to determine whether they had been ‘justified by an
overriding requirement in the public interest’ and, in particular,
whether a less intrusive measure might have sufficed to serve the
overriding public interest” (paragraph 228 of the judgement).
However, in the Zana vs. Turkey case (request no. 18754/91,
Judgement of 25 November 1997) the Court did not condemn
Turkey for its decision to ban incitements to violence, stating that
incitement to violence cannot be considered a manifestation of
the right to freedom of expression. In the same vein, in the Seurot
vs. France case (request no. 57383/00, Judgement of 18 May
2004), on the dismissal of a teacher because of his writings, the
Court found that the ECHR did not protect hate speech.

Additionally, Article 18 of the ECHR states that restrictions
shall only be applied for the purpose for which they were
prescribed, and so the victim state must be incredibly careful and
strict about their application. For instance, some states have
recently passed anti-terrorism, espionage, or anti-hate speech
legislation that could obstruct the enjoyment of human rights.
The problem is that in the grey zone it is exceedingly difficult to
draw the line between, on the one hand, the freedom of
expression of activists and citizens, and on the other, interference
with the sovereignty of the victim state. Nonetheless, despite the
aforementioned shortcomings of the ECHR, it would be wrong to
think that international law is no longer fit or cannot deal with
scenarios involving the increasing incidence of hybrid threats.
Hybrid threats are not new. The problem is that we are now more
aware of the dimensions of the problem and we have a common
name for these risks. Unfortunately, almost anything now
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qualifies as a hybrid threat. International law is more necessary
than ever. Indeed, there are no alternatives for combating hybrid
threats beyond international law; sicut societas, sic ius (‘where
there is society, there is law’). Thus, international institutions,
including the UN, Council of Europe, NATO, and EU are bound
to adapt their structures and procedures to cope with these new
tactics in order to improve their resilience. However, finding
consensus for reform might not be as necessary.

The major problem of the attribution of responsibility. States
often use proxies to operate in the grey zone. However, the
indication that a hybrid threat originated in the territory of a state
is insufficient by itself to be able to attribute the act to that state.
To attribute a specific act performed by a person or a group to a
specific state, extremely strict conditions must be met, with this
requiring the presence of several elements that are usually difficult
to prove. This is why grey zone operations often produce easy
rewards for those using such strategies and is also why deterrence
with proxies or other entities operating in the grey zone often do
not work. This is because opponents using the grey zone are not
acting in good faith; they try to erode the entire international legal
system. They cannot change the law de jure (legally recognised
practices) and so they try to do it de facto (‘that which exists in
reality,” regardless of its legal basis and without preventing it from
having legal effects). This is why it is so important that these
adversaries are unmasked and identified, despite this being such a
difficult task. If the aggressor is subject to international law, the
rules on international responsibility will also obviously apply
(Lépez-Casamayor Justicia, 2019, p. 193; De Salas Claver, 2019,
p. 139).

This is where the Articles on the Responsibility of States for
International Wrongful Acts of 2001° and the Articles on the
Responsibility of International Organisations of 2011°, drafted by
the International Law Commission, come into play. Although
these texts are not yet treaties, some of their contents express
customary law. However, it is important to recognise that these
texts only consider the international responsibility of the two
established subjects of international law, namely, states and
international organisations. To hold the aggressor accountable, it
must be determined who had control over the operation or who
sponsored the aggressors. Unfortunately, the International Law
Commission does not consider the international responsibility of
non-state actors in the drafts of these two texts. When a non-state
actor is identified as responsible for a hybrid threat, the general
rule is that the national criminal law of the victim state will be
applied (De Wet, 2019, pp. 91-110).

The main provisions of the Articles on Responsibility of States
for Internationally Wrongful Acts of 2001, provide that two
conditions must be met for an action or omission of a state to be
considered an internationally wrongful act. First, the act or
omission must be attributed to the state according to interna-
tional law and, second, this state must have breached an
international obligation (Article 2). The articles on state
responsibility also consider the conduct of a person or entity
that is not a state organ but is “empowered by the law of that
State to exercise elements of the governmental authority” and
“shall be considered an act of the State under international law,
provided the person or entity is acting in that capacity in the
particular instance” (Article 5). Furthermore, the Articles state
that the conduct of organs of the state or of persons or entities
empowered to exercise governmental authority should be
considered an act of the state, even if they exceed their powers
or contravene orders (Article 7).

Likewise, the conduct of a person or group of people will be
considered an act of state whenever following the instructions of a
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state or under the direction or control of a state when
implementing the conduct (Article 8). Similarly, “the conduct
of a person or a group of persons shall be considered an act of a
State under international law if the person or group of persons is
in fact exercising elements of the governmental authority in the
absence or default of the official authorities and in circumstances
such as to call for the exercise of those elements of authority”
(Article 9). Article 11 is a closing provision whereby any conduct
that is not attributable to a state according to the previous
provisions will, nevertheless, be ascribed to that state in the event
that it accepts and adopts this conduct as its own. Thus, the
aforementioned Articles provide sufficient room to combat state-
sponsored hybrid tactics, both ‘with’ and ‘within’ international
law. However, two main problems remain: first, hybrid threats
that are not attributable to a state, and second, the question of
identifying the hybrid aggressors themselves.

Conclusions

Despite the ongoing unresolved debate over the real need for a
definition of hybrid threats, there is an international consensus
that hybrid threats represent a growing security problem.
Addressing these threats is a major challenge because, in addition
to being a never-ending task, this process erodes democracy from
within. The grey zone is the arena in which actors operate on the
fringes of legality. Threats in the grey zone are always evolving
and so our responses must also be proactive and flexible. Hybrid
operations constantly and surreptitiously undermine the ability of
states to function. If a state uses hybrid capabilities, it will be
acting contrary to its obligations under international law, in a
non-transparent manner, and against the principle of good faith.
Hybrid threats also run counter to the principle of non-
interference in domestic affairs. Thus, although they are short
of open warfare, hybrid threats clearly evade the idea of the
peaceful resolution of disputes.

Hybrid threats exploit the vacuum of law, but law is needed to
address these same threats. While prevention, social awareness,
and education are also required to counter hybrid threats, the law
is paramount because actors using such threats move between the
realms of what is legal, illegal, and alegal. Unless an attack is
lethal, law-abiding states should not apply the law of armed
conflict in response to hybrid tactics. It is important that this rule
remain unchanged. Nor is redefinition of the meaning of the
terms ‘force’, ‘aggression’, ‘war’, ‘intimidation’, or ‘conflict’
necessary because the inclusion of hybrid threat attacks within
these concepts would only add confusion.

In general, peacetime law applies to hybrid threats, which
forces law-abiding states to carefully measure their responses and
fully respect human rights, placing them in a precarious position.
In this respect, democratic regimes can become prisoners of
ethical standards and rule-of-law principles because they must
not retort against aggressors with weapons or other means. This is
because hybrid threats must be countered by using the law in
good faith. Importantly, international law should not be by-
passed when responding to hybrid threats, rather it must be
applied with determination and further developed. Thus, dis-
mantling the current international legal system is not required,
although the system should be made more resilient to better deal
with these threats. In addition, awareness, preparation, preven-
tion, counterintelligence, diplomacy, and strategic communica-
tion are all required, although these needs do not undermine the
critical importance of international law and its institutions as they
currently stand.

The potential damage that hybrid threats could cause to
international peace and stability should not be underestimated:
the covert way in which they show up can confuse law-abiding
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states. This makes hybrid threats one of the main ongoing chal-
lenges to world order. Nevertheless, these risks have probably
always been present throughout history, with political groups,
whether state or non-state actors, always having attempted to
upset the stability of their perceived rivals using these tactics.
Hence, in some ways, hybrid threats are endogenous to the
international political system. What makes them special is that
they attempt to surreptitiously circumvent the law, making their
detection and attribution particularly difficult. The novelty of
hybrid threats in the 21st century is the multifaceted forms they
now often adopt, usually through the application of new tech-
nologies, as well as the exponential speed of their propagation.
Hybrid threats can cause critical damage to basic infrastructure,
making them an immensely powerful weapon both in times of
peace and of war. Notwithstanding, such threats must be tackled
using the means of the law, as well as through prevention, resi-
lience, and education.

Both the current international and national legal systems,
especially their civil and criminal branches, are sufficient to
counter these risks. In any case, is there even an alternative to
enforcement through the law? Can a solution against hybrid
threats not firmly anchored in legal standards be praised?
Moreover, can illegal means be used to counter these threats and
what would an illegal response look like? It is worth remembering
that state responsibility comes first in the fight against hybrid
threats. However, states should not solely rely on international
law to solve all these problems. While international law must
remain the overall guiding framework to deal with hybrid threats,
each state should also legislate at the domestic level. States need
clear national norms regarding cyberspace, migration, drugs,
money laundering, human trafficking, infrastructures, and priv-
acy law, among others, because these are some of the principal
vulnerabilities leveraged by hybrid tactics. States should also enact
comprehensive national defence legislation and cyber security
laws sooner rather than later. Furthermore, they should legislate
on their diplomatic services to update their functions and capa-
city to face these threats in their everyday work. Thus, interna-
tional law cannot and should not replace state law in this respect.
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